Exploring the Communication Protocols for Internet of Things:
A Case Study of AWS
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Abstract

With the maturation of the edge computing and the
competence of the real time data inference and analysis,
the growth of IoT is significantly boosted. However,
choosing the right protocol from the divergent IoT
protocols is a big challenge for the developers. In this
thesis, various IoT protocols, such as DDS ~ MQTT -
AMQP ~ CoAP are introduced and compared. We also
perform an IoT case study on the AWS IoT platform.
Our experience in designing a reference implementation
of cloud-IoT interconnection is elaborated.
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2. IoT protocol
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2.1 DDS
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2.2 MQTT
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2.3 AMQP

Advanced Message Queueing Protocol(AMQP)
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2.4 CoAP

Constrained Application Protocol(CoAP) % #_&_
Bs* Kt f§§ i HTTP % 2. ¢ 9 RESTful API »
pw e §_IETF %% (RFC7252)[5] & /™% A%y
FEE (M2M)2 FFB~18 ToT £ 8 p cnF st o

— g g ghi v HTTP &2 TCP 5 4 >
] e 2 H Y e AR ﬁ'rﬁ A EER
¥ i CoAP £ UDP & % o CoAP &_g£ 77 e
HTTP/UDP @& #;##+4] > 5% CON/NON / ACK /
RST # = ¥ #. e 4] » & * URIs (Uniform
Resource Identifier) % B~ 5% T4 > #& & HTTP
method : requests /responses ° {1 * web dp £
GET/POST/PUT/DELETE B~ 8 4~ B e a3 31 ©

L
i

’

FEM P AN OTH MR T 215 L2t o
% 1 IoT Protocol ** §&
Protocol DDS MQTT AMQP  [CoAP
®E 2004 1999 2003 2010
B ﬁ«;?] K TCP/UDP TCP TCP UDP
) WETE T/ R (BT R/ R
/2 QoS 2 QoS 2 QoS s
» PhE MR T3 -
4 B R 7 AR
5% /i B #1 e s
g e |APIRSREERTE R E [FER
' Fad wHATE R & e
3. AWS Case Study

AWS 1 10T 2 28
5\%1:‘1'1 device ()4 B B
BAFEARA) PN ahdo)d 7 UE R
e MQTT iR A S WebSocket 1 MQTT
kg ot B 0 4 429 * HTTP REST 4 & %
oo i AWST 58w N\Management Console
##% 10T Core (HfRFF » ¥ F U TR T8
(1) 7 *£3x# device
(2) device “mrp v EH P H - device & & -

AV Ee B e e
CABE g ]

= e LY 5 B device ©

(3) device LM FET rz4e x A fi (type) ~ H 2
14 s 14k & device 4 % zk\p 2 HOF hT R o

(4) device FL_F‘ @ Jfﬂ ]v} P:fs;_é_ ’ 1’:__ % s b é_i
RS T deV1ce o NIFEILM M T D o

) AWS T L b3k MQTT &0 client 121584 %

e T xp ek TR A F& °

© = gk device i 53K T fé > 4eR3<H Monitor %

B of PRl e LR 2 AP M A TR -

aw 0o ®

o wC)

B 3 AWS % Z_AIOT device i 42 2 =

FirE loT@& 134 &
HTF o

hetgE sl
gt *“l’ Q‘&L"z\

% 2 10T Protocol %22 2 T Seht g

Protocol DDS | MQTT | AMQP [CoAP
Amazon AWS X i X X
Microsoft Azure X i EE: 3 EaF; 3
IBM IoT platform X B : B3 X
Google GCP X EE: 3 X X

BHheAREE
IoT % & Al $r= 2 4 1 FE & B

(AIoT ) » . X k5G B B b st R™* - A2 5L
ik 477 ToT # T * a2 TR v ¥
BT AR F R AWS LT i) chad
g o

FRd g R0 oo by 23 ALZ
#T 5 TWCC(Taiwan Cloud Computing) » # 7 &
B RPN ER AIOT T 2 5 B i & 5% ToT #-
W E B ch AloT ST [ chik
i AKTRFERE  TERS AL
i E&57 % AloT & #% & » 70 AloT 2 4

T

‘E’[Lm]— v:}“r

%;V

[1] https: )/?www rfwireless-world.com/Terminology/DDS-
protocol-architecture.html

[2] Jasenka Dizdarevic, ...,“A Survey of Communication
Protocols for Internet of Things and Related Challenges of
Fog and Cloud Computing Integration” , ACM Computing
Surveys, Vol. 1,No. 1,Article. February 2019

[3] https:/www.researchgate.net/publication/315764651_A_Surv
ey of Distributed Message Broker Queues

[4] https://www.postscapes.com/internet-of-things-protocols/

[5] IETF RFC 7252:
(CoAP)"

"The Constrained Application Protocol



